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By the Numbers: Fourth Quarter 2022 
Year-End Report 

Once again this past quarter there was a slight decrease in the number of reportable breach events. While this a 
positive development, unfortunately the emerging trend continues: on average, each reportable data breach is doing 
more damage. The number of impacted individuals reached nearly 16 million records compromised, a three-year high. 

Hacking and Phishing Slightly Lower 
This quarter, hacking incidents show a slight decline. 
81% of all individuals whose data was accessed were 
victims of hacking, 1% less than last quarter. 

Hacking and unauthorized access incidents held 
steady, responsible for 88% of all reported events and 
affecting 99% of all people impacted. These attacks 
remain the leading cause of data breaches since 2015. 

Business Associates: Better Results 
Business Associates showed improvement. 51 events 
(30% of the total) were reported this quarter, 
representing 5.4 million individuals impacted. We’re 
glad to report that this is 46% less than last quarter. 

 

Network Servers Took a Big Hit  
Network Servers remain the most attractive target for 
data breaches this quarter, with 104 reported events 
exposing data on more than 11 million individuals.  
This is 2 million more people impacted and 22 more 
events more than last quarter, a substantial increase. 

We LOVE Email! And So Do Hackers 
Email continues to make a major contribution to the 
number of large reported breaches. Once again this 
quarter, email was the #2 source for data breaches. 

Since email-based “phishing” attacks are sometimes 
reported as hacking/unauthorized access, its actual 
impact may be higher. 
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By the Numbers: Historical Trends 
From 2009 to December 31, 2022, 4,808 breaches that impacted 500 patients or more have been reported to the 
Department of Health and Human Services (HHS), for a year-end total of 354,413,347 individuals affected. 

There have now been 1138 incidents, or 23% of all events, involving Business Associates and Business Partners since 
reporting began. 112,599,765 patients (32% of the total) have now been affected since reporting began. 

  

*Off chart due to 78.8 million members impacted by 2015 Anthem breach 

Breach Breakdown – 2009 to Present 
Exploit Type Number of Incidents % Total Incidents Number of Patients % of Patients 

Hacking 2,223 46% 287,877,775 82% 
Unauthorized Access 1,168 24% 26,109,185 6% 
Theft 994 21% 26,814,551 8% 
Loss 226 5% 8,327,940 2% 
Improper Disposal 108 2% 2,120,397 1% 
Other* 89 2% 3,163,499 1% 

Source: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf 
 * Category discontinued in 2010 
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2022 Year-End Highlights 
The biggest takeaways from this quarter’s reporting and the year it closes out:  

The trends in hacking and unauthorized access (mostly attributed to phishing) continue to rise, presenting significant 
challenges to the healthcare industry as it works to gain the upper hand. Cyber-criminals continue to seek and apply new 
methods for infiltrating networks with malware.  

Breaches via healthcare Business Associates continue to rise, surpassing 20 million in 3 of the previous 4 years. Theft and 
loss are not significant contributors to the total, accounting for only 4 of the 205 events in those two categories. Hacking 
predominates, with the balance being attributed to unauthorized access. 

2023: Looking Ahead  
For 12 years, tw-Security has analyzed and reported on breach data from the Department of Health and Human Services. 
Each year hacking incidents increase, and we expect that trend to continue for the foreseeable future.  

Where should organizations focus their resources? 

The saying, “People, process, and technology – in that order,” has been around a long time—because it’s true.  

People: Alertness and knowledge are the first line of defense. Organizations must invest more in hands-on security 
awareness training, so that people recognize the telltale signs of phishing emails and think before they click on any 
hyperlink. Unfortunately, training is usually the first thing to be cut when budgets are tight. Considering the costs of a 
breach, this is a dangerously false economy. 

Process: Security incidents can occur when established policies and business processes are bypassed. People who are 
hesitant to question authority or eager to impress management, or under pressure to act quickly or take shortcuts, may 
be victimized by social engineering hoaxes such as an “urgent email from a high-ranking executive" requesting a money 
transfer, a password, or unauthorized access. Build a culture of support for policies and processes that can prevent 
reactive and potentially dangerous behavior.  

Technology: While there are new, advanced security products available, hackers are also taking advantage of the latest 
technology and tools. For example, the latest AI-generated phishing emails can be even more convincing than those 
designed by humans. 

No business is entirely risk-free, but a good information security program can manage risks to an acceptable level. In 
2023, let your focus be on “people” first, and make awareness and training a top priority. 

Have a safe new year! 

 


